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OVERVIEW
What is needed to setup Jupyter-JSC

Kubernetes cluster

Basic tools

Jupyter-JSC
components

External Dependencies
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depend
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deployed on
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CUSTOM JUPYTERHUB COMPONENTS

Authenticator

Authorizes users to use the Hub and single user 

notebook servers. Saves HPC access related 

information in the user’s auth state. Keeps the Hub’s 

configuration up to date.

HTML Templates

Custom templates provide complete control over 

JupyterHub’s appearance.

Endpoints

• Enables 2FA

• Spawn progress updates

Configuration

Contains information about DRF services, Unity, 

UNICORE, HPC systems, allowed JupyterLab

configurations per user group (VO), etc. 

Synchronized via git outside of JupyterHub.

Spawner

Starts each single-user notebook server. Needs 

to be able to start, poll and stop the servers.

Patches

Adapt “standard” JupyterHub components to 

handle customizations.

Jupyter-JSC JupyterHub



JUPYTER-JSC
Login and Authentication

Authentication and Authorization via 

OAuth. 

• JSC account

Login via IdM with Web 

LDAP user credentials.

• Helmholtz AAI

Login via user’s home institution 

credentials.

• Other identity providers possible



JUPYTER-JSC
JupyterLab Server Configuration

Users can configure JupyterLab servers 

before start.

• JupyterLab service version

• System and partition

• Account and project

• Compute resources and reservation  

if available

• Software which should be loaded



5. Redirects user 
to JupyterLab 
via SSH service 

STARTING A JUPYTERLAB – HIGH LEVEL VIEW HPC
Jupyter-JSC

UnicoreMgr

Kubernetes

TunnelMgr

<uuid>:8080

JupyterLab

HPC

compute node

login node

2. Requests spawn via REST API

3. Starts JupyterLab 
on HPC via UNICORE

1. User requests
JupyterLab

JupyterHub
Deployment

ClusterIP

4. Starts a SSH tunnel to 
JupyterLab and makes it reachable 
via a ClusterIP service



5. Redirects user 
to JupyterLab 
via SSH service 

STARTING A JUPYTERLAB – HIGH LEVEL VIEW K8S
Jupyter-JSC

Kubernetes

TunnelMgr

<uuid>:8080

JupyterLab

External 
Kubernetes

1. User requests
JupyterLab

JupyterHub
Deployment

ClusterIP

K8sMgr

3. Starts JupyterLab 
on K8s cluster via 
yaml configuration

2. Requests spawn via REST API

4. Starts a SSH tunnel to 
JupyterLab and makes it reachable 
via a ClusterIP service



STARTING A JUPYTERLAB (HPC)
Jupyter-JSC - /hub/spawn/<user>/<servername>

Proxy

Kubernetes

Hub

extended proxy rules

Path /user/<user>/servers/<servername>
Service <uuid>:8080

user_options

/hub/spawn/<user> 
/<servername>

access_token
env variables
user_options

______ POST request
- - - - other communication

proxy rules

Path /hub/
Service hub

<uuid>:8080 ClusterIP

JupyterHub expects to find the JupyterLab
via this service, but it doesn’t exists just yet

extend proxy rules

Note: Kubernetes services 
of type ClusterIP are only 
reachable from within the 
Kubernetes cluster

UnicoreMgr
request spawn



STARTING A JUPYTERLAB (HPC)
Jupyter-JSC - /hub/spawn/<user>/<servername>

Proxy

Kubernetes

Hub

UNICORE

authenticate
and authorize
with acess token

Gateway

UNICORE/X

TSI

______ POST request
- - - - other communication

JupyterLab

HPC

compute node

login node

starts 
JupyterLab

all information 
is packed into a 
pyunicore job

<uuid>:8080 ClusterIP

JupyterHub expects to find the JupyterLab
via this service, but it doesn’t exists just yet

UnicoreMgr



STARTING A JUPYTERLAB (HPC)
Jupyter-JSC - /hub/spawn/<user>/<servername>

Proxy

Kubernetes

Hub

TunnelMgr

UNICORE

Gateway

UNICORE/X

TSI

______ POST request
- - - - other communication

JupyterLab

HPC

compute node

login node

<uuid>:8080 ClusterIP

JupyterHub expects to find the JupyterLab
via this service, but it doesn’t exists just yet

Request 
tunnel with 
information 

from Lab

jump_node
target_node
target_port

UnicoreMgr

Lab informs Hub at 
custom endpoint 
where it started

jump_node
target_node
target_port

jwlogin07
jwc0050
8081

Tunnel SSHLoadBalancer 

reachable from 
outside cluster

Note: Kubernetes services 
of type LoadBalancer 
provide a public IP adress 
and can be reached from 
outside a cluster



<uuid>:8080 ClusterIP

JupyterHub expects to find the JupyterLab
via this service, but it doesn’t exists just yet

STARTING A JUPYTERLAB (HPC)
Jupyter-JSC - /hub/spawn/<user>/<servername>

Proxy

Kubernetes

Hub

TunnelMgr

UNICORE

Gateway

UNICORE/X

TSI

______ POST request
- - - - other communication

JupyterLab

HPC

compute node

login node

creates 
service

UnicoreMgr

create ssh tunnel with port forwarding

ssh -L 0.0.0.0:<random>:<target_node>:<target_port> ljupyter@<jump_node>

ssh -L 0.0.0.0:34221:jwc0050:8081 ljupyter@jwlogin07  

<uuid>:8080 ClusterIP

port 8080
target <random> 

unused port, e.g. 34221



STARTING A JUPYTERLAB (HPC)
Jupyter-JSC - /user/<user>/servers/<servername>

Proxy UnicoreMgr

Kubernetes

Hub

TunnelMgr

UNICORE

Gateway

UNICORE/X

TSI

______ POST request
- - - - other communication

<uuid>:8080

JupyterLab

HPC

compute node

login node

Redirect to:
/user/<user> 
/servers/<servername>

proxy rules

Path /user/<user>/servers/<servername>
Service <uuid>:8080

port <random>

ssh tunnel with port forwarding
ssh -L 0.0.0.0:<random>:<target_node>:<target_port> ljupyter@<jump_node> 



STARTING A JUPYTERLAB (KUBERNETES)
Jupyter-JSC - /hub/spawn/<user>/<servername>

Proxy

Kubernetes

Hub

extended proxy rules

Path /user/<user>/servers/<servername>
Service <uuid>:8080

user_options

/hub/spawn/<user> 
/<servername>

access_token
env variables
user_options

______ POST request
- - - - other communication

proxy rules

Path /hub/
Service hub

<uuid>:8080 ClusterIP

JupyterHub expects to find the JupyterLab
via this service, but it doesn’t exists just yet

extend proxy rules

request spawn

Note: Kubernetes services 
of type ClusterIP are only 
reachable from within the 
Kubernetes cluster

External 
Kubernetes

K8sMgr
Rest API and SSH 
services have to be 
reachable from 
outside the cluster

SSH

REST API

K8sMgr

JupyterLab

starts Jupyter-
Lab via yaml 
config based on 
user options (pod 
resources, docker 
image, etc.)

JHub forward



STARTING A JUPYTERLAB (KUBERNETES)
Jupyter-JSC - /hub/spawn/<user>/<servername>

Proxy

Kubernetes

Hub

______ POST request
- - - - other communication

JupyterLab

External 
Kubernetes

<uuid>:8080 ClusterIP

JupyterHub expects to find the JupyterLab
via this service, but it doesn’t exists just yet

TunnelMgr

Tunnel SSH

Request 
tunnel with 
information 

from Lab

jump_node
target_node
target_port

Lab informs Hub at custom 
endpoint where it started via 
the K8sMgr forwarding service

jump_node
target_node
target_port

k8s_mgr
svc-<uuid>.userlabs.svc
8443

LoadBalancer 

reachable from 
outside cluster

Note: Kubernetes services 
of type LoadBalancer 
provide a public IP adress 
and can be reached from 
outside a cluster

SSH

REST API

K8sMgr

JHub forward



STARTING A JUPYTERLAB (KUBERNETES)
Jupyter-JSC - /hub/spawn/<user>/<servername>

Proxy

Kubernetes

Hub

______ POST request
- - - - other communication

JupyterLab

External 
Kubernetes

<uuid>:8080 ClusterIP

JupyterHub expects to find the JupyterLab
via this service, but it doesn’t exists just yet

TunnelMgr

<uuid>:8080 ClusterIP

JupyterHub expects to find the JupyterLab
via this Service, but it doesn’t exists just yetcreates 

service

<uuid>:8080 ClusterIP

port 8080
target <random> 

unused port, e.g. 34221

SSH

REST API

K8sMgr
create ssh tunnel with port 
forwarding

ssh -L 0.0.0.0:<random>:
<target_node>:<target_port> 
ljupyter@<jump_node>

e.g. ssh -L 0.0.0.0:34221:
svc-<uuid>.userlabs.svc:8443 
ljupyter@k8s_mgr  

JHub forward



STARTING A JUPYTERLAB (KUBERNETES)
Jupyter-JSC - /user/<user>/servers/<servername>

Proxy

Kubernetes

Hub

______ POST request
- - - - other communication

JupyterLab

External 
Kubernetes

<uuid>:8080

TunnelMgr

SSH

REST API

K8sMgr

Redirect to:
/user/<user> 
/servers/<servername>

port <random>

proxy rules

Path /user/<user>/servers/<servername>
Service <uuid>:8080

ssh tunnel with port forwarding
ssh -L 0.0.0.0:<random>:<target_node>:<target_port> ljupyter@k8s_mgr

JHub forward



JUPYTER-JSC ARCHITECTURE – SECURITY

login: get 
auth token

request with 
auth token

check auth token 
with Unity

1

2

3

4

5

6

7

8



JUPYTER-JSC ARCHITECTURE – SECURITY
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On the example of https://jupyter-jsc.fz-juelich.de

JUPYTER HUB WEBSERVICE

• Kubernetes Cluster for high availability

• Application & Maintenance as Helm Chart 

• Advanced Administration with Ranger

• Better User-Support with enhanced Logging

• Admin dashboard for best system overview




