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OVERVIEW

What is needed to setup Jupyter-JSC
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CUSTOM JUPYTERHUB COMPONENTS

Jupyter-JSC JupyterHub

Authenticator

Authorizes users to use the Hub and single user Contains information about DRF services, Unity,
G notebook servers. Saves HPC access related UNICORE, HPC systems, allowed JupyterLab
information in the user’s auth state. Keeps the Hub’s configurations per user group (VO), etc.
configuration up to date. Synchronized via git outside of JupyterHub.
Custom templates provide complete control over Starts each single-user notebook server. Needs
JupyterHub’s appearance. to be able to start, poll and stop the servers.
Patches
e Enables 2FA @ Adapt “standard” JupyterHub components to

e Spawn progress updates handle customizations.
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JUPYTER-JSC

Login and Authentication

0 JULICH 55 S5 Authentication and Authorization via
Forschungezentrom, | CENTR: Start Links Documentation Rl O Auth

e JSC account

Login via @@ unity 1dM with Web
LDAP user credentials.

e Helmholtz AAI

Login via user’'s home institution
credentials.
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JUPYTER-JSC

JupyterLab Server Configuration

Users can configure JupyterLab servers
before start.

Configuration

Service System JUWELS

Options Account grosch1

Resources
Project cestvs

JupyterLab service version

Reservation

Kernels and Partition LoginNode

Extensions SyStem and partltlon

Account and project

Compute resources and reservation
if available

Software which should be loaded

Member of the Helmholtz Association Forschungszentrum

@ 0 IJ JULICH



STARTING A JUPYTERLAB - HIGH LEVEL VIEW HPC

Jupyter-JSC

o .  — — — o — — o
| Kubernetes |
I JupyterHub 2. RequeStS SpaWn VIa REST API _ I
> 2 UnicoreMgr 1 -+
1. User requests (2dclele) (=i J 3. Starts JupyterLab "

JupyterLab on HPC via UNICORE

5. Redirects user
to JupyterLab
via SSH service

A\ 4

[ <uuid>:8080 | ClusterlP

JupyterLab and makes it reachable

via a ClusterlP service
TunnelMgr

I
I
I
I
I
4. Starts a SSH tunnel to I
I
I
I
I
I
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STARTING A JUPYTERLAB - HIGH LEVEL VIEW K8S

Jupyter-JSC

e —— —— — — — —— — — — — — — — — — — — — ——— — — — [ = e e— — —
| Kubernetes External |
I JupyterHub 2. Requests spawn via REST API Kubernetes I
1. User requests | Deployment I

JupyterLab

o I
|
I

3. Starts JupyterLab
on K8s cluster via
yaml configuration

5. Redirects user
to JupyterLab
via SSH service

1
|
v I

[ <uuid>:8080 | ClusterlP

4. Starts a SSH tunnel to
JupyterLab and makes it reachable

via a ClusterlP service
TunnelMgr

v
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STARTING A JUPYTERLAB (HPC) "~ other communication

Jupyter-JSC - /hub/spawn/<user>/<servername>

/hub/spawn/<user> = = = e e . . . . e e e e e e e e ——— —
/<servername> Kubernetes |
user_options request spawn . I
e P07 o ——— g UnicoreMgr |
A o : access_token
i proxy rules | tend | i env variables ' I
extend proxy rules : -
' Path  /hub/ | e e OO ] |
! Service hub | I
I . <uuid>:8080 ClusterIP I
I ----------------------------------------------- JupyterHub expects to find the JupyterLab
I via this service, but it doesn’t exists just yet |
I , T T TToTmomommmm o E T I 1 I
| | extended proxy rules ! |
|
| |
' Path luser/<user>/servers/<servername> | I
I 1 Service  <uuid>:8080 : I
S,
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STARTING A JUPYTERLAB (HPC) =~ other commanicair

Jupyter-JSC - /hub/spawn/<user>/<servername>

/NUD/SPAWNFCUSET>== = o o o —— — — — — — — — — — — — — — — — e
/<serverna|r1e> Kubernetes I
user_optionsi I

| > UnicoreMgr : b

all information
is packed into a
pyunicore job
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STARTING A JUPYTERLAB (HPC) "~ other communication
Jupyter-JSC - /hub/spawn/<user>/<servername>

Ihublspawn/<user> - —— — — — — — — — — — — — — — — — — — — — — —
/|<servername> Kubernetes I

user_options I

| -

all information

v

\ 4

is packed into a
I pyunicore job
|
Request
tunnel with

information S :
from Lab 5 ;

jump_node

|
target_node I

target_port

.................................. | p——
| :
LoadBalancer Tunnel SSH

reachable from
outside cluster
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STARTING A JUPYTERLAB (HPC) "~ other communication
Jupyter-JSC - /hub/spawn/<user>/<servername>

Ihublspawn/<user> - —— — — — — — — — — — — — — — — — — — — — — —
/|<servername> Kubernetes I

user_options | |
........................................... UniCOfEMgr (]

I all information
is packed into a
pyunicore job

\ 4
\ 4

[ <uuid>:8080 || ClusterlP
A

tes | port 8080
creales | target <random>
service unused port, e.g. 34221 J
I create ssh tunnel with port forwarding l
I ssh -L 0.0.0.0:<random>:<target_node>:<target_port> ljupyter@<jump_node>

ssh -L 0.0.0.0:34221:jwc0050:8081 ljupyter@jwlogin07
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——— POST request
STARTING A JUPYTERLAB (HPC) -~ other commurication
Jupyter-JSC - /user/<user>/servers/<servername>

Redirect to:
Juser/<user> Kubernetes
/servers/<servername>

proxy rules

n o

ervice <uuid>:8080

1
I
1
I
ath luser/<user>/servers/<servername> |
1
I

[ <uuid>:8080

'

port <random>

TUNNEIMQr e ettty | - 1|

ssh tunnel with port forwarding
ssh -L 0.0.0.0:<random>:<target_node>:<target_port> ljupyter@<jump_node>
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STARTING A JUPYTERLAB (KUBERNETES) 2~ other communication
Jupyter-JSC - /hub/spawn/<user>/<servername>

/nub/spawn/<user> = === === m—— m— — — — —— ——————— — — — — — — — ———————
/<servername> Kubernetes External I

Kubernetes |
|

user_options

________ POV

e

' | k request spawn
POV THIES g RESTAPI
|
| e
i Path hub/ | extend proxy rules zflej:a?bkl:
1 i !
L?%r\_m_:?__hy?_,' i user_options SSH "I‘
' I

JHub forward I starts Jupyter-

I Lab viayaml
K8sMgr I config based on

\ / user options (pod

| resources, docker

|| image, etc.)

- <uuid>:8080 i ClusterlP

JupyterHub expects to find the JupyterLab
via this service, but it doesn’t exists just yet

extended proxy rules

Path luser/<user>/servers/<servername>
Service <uuid>:8080

I =/
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STARTING A JUPYTERLAB (KUBERNETES) 2~ other communication
Jupyter-JSC - /hub/spawn/<user>/<servername>

/hub/spawn/<user> = == = = — — — _— — — — — — — ——— ——————— ———————
/<servername> Kubernetes External I

Kubernetes |

/ N |

user_options

Request
tunnel with
information e :

from Lab 5

jump_node
target_node
target_port

| TunnelMgr

| :
LoadBalancer Tunnel SSH

reachable from
outside cluster

\ 4

|

|

|

|

|

|

|
| \_ K8sMgr Y,
|

|

|

|

|

|
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STARTING A JUPYTERLAB (KUBERNETES) 2~ other communication
Jupyter-JSC - /hub/spawn/<user>/<servername>

/hub/spawn/<user> = == = = — — — _— — — — — — — ——— ——————— ———————
/<servername> Kubernetes External I

Kubernetes |

user_options

\ 4

create ssh tunnel with port

i i |
( <uuid>:8080 } ClusterIP forwarding \ K8sMgr / I I
+ port 8080 I
ssh -L 0.0.0.0:<random>: ——
Creates : target <random> <target_node>:<target_port> " I
service | [

L e e e e e o = =
[

! unused port, e.g. 34221 ljupyter@<jump_node>
I e.g. ssh -L 0.0.0.0:34221:

svc-<uuid>.userlabs.svc:8443
| ljlupyter@k8s_mgr

———————— — — — —— — — —
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STARTING A JUPYTERLAB (KUBERNETES) -~ othercommuricain

Jupyter-JSC - /user/<user>/servers/<servername>

Redirectto; ~ — — e e e e e e e e e ——————— I
Juser/<user> Kubernetes External

Iservers/<servername> Kubernetes |

proxy rules

A4
0p)
n
T

|
a1

1
I
1
I
Path luser/<user>/servers/<servername> |
Service  <uuid>:8080 :

[ <uuid>:8080

!

port <random>

TunnelMgr SR e

ssh tunnel with port forwarding
ssh -L 0.0.0.0:<random>:<target_node>:<target_port> ljupyter@k8s_mgr

L e e e e e o = =
[

— — — — — — — — — e — — — —
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JUPYTER-JSC ARCHITECTURE - SECURITY
E W(JSC\P i-___é-
& Wiy g & -
P ! o
- login: get '
9 auth token = — | ﬁ
80: 7\ :80 = ) 1
443; I 1443 g | E
@, a : o
|
- eb-Service ——— E
| check auth token : o
. — b with Unity — 9
: 22: ! 202 7\ l:24588
! 9 e @, ;
go. L =1 80 | |
0 s L2 | UNIC&RE |
. , Y |
| | t with ~ 83
> request wi N
i_ _____________ I auth token o é % E
-}

abhangig vom
Zielsystem

@) JULICH
Member of the Helmholtz Association J Forschungszentrum

(demilitarisierte Zone)

)

u DMZ



JUPYTER-JSC ARCHITECTURE — SECURITY

E ------ - - - """ - - "= - "7-"=-"=~"=/"=~"=/" 7/ 7/" /" =~/"=/=~=-= wn!
Z ' ok
[~ I 2!
o
w I S5!
= ! 2.
= | wn i
I !
o
| w |
I =1
I 2 !
) | S 1
T Websenices FTTTTTT I ! Login-Nodes Compute-Nodes ) :
| ! Q
| ! :
o 1 | & ! X !
go: L X1 :80 < I v < g 8 I
g I ' oy |
443: A | :443 1 a2 g I
) < 1 v = (5
oo I I o P |
< 1 Q o — 1
3 i 1 1 # aw
| x | — [ I
| 2 = ®
I 2 z o !
= 1 | = - °
| o I 1 < 92 [} |
3 o T
| “ 1 | ;- % !
I | I S I
I I I - I
| o | > e ® '
| 1 |
I L????? : | 72772 2777 I
|
| 1 Connection ????? | !
1 | « ?????israndom 1 !
U - * unique for every JNS | :

DM/Z
(demilitarisierte Zone) '
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JUPYTER HUB WEBSERVICE

On the example of https://jupyter-jsc.fz-juelich.de

» Kubernetes Cluster for high availability

« Application & Maintenance as Helm Chart
» Advanced Administration with Ranger |
. Better User-Support with enhanced Logging | ° 1 e e : g
° Adm|n d ashbo ard for best System Overview 1 B st
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